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=

2017538
(ZE&aL

FaUs+

Q1/17

=

Study Group 17
WP 2/17 WP 3/17 WP 4/17
Identity
Cyberspace Application Management &
Security Security Authentication
Qa/17 Q7/17 Q9/17
S 7IUr—>3> e
W HA)\— - FLINAAA S
T—=FTFTIOFv E1US o H—EX A2
Q3/17 Q5/17 Q8/17 Q10/17
T+« ) . U39 R
=1 PIAVIN S TFa1Us~o IDESIE
Q6/17 Q14/17 Q12/17 Q11/17
H—EX oLt _ _ T LORU.
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t’:F:LIJT’( U, b o
B
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| ITU-T SG17DREER (1)

Security (£ZF+1)71)
Telecommunication/ICT security coordination
BEXUBE/ICTOEF1UT((CRIT D5EEE)
Telecommunications / ICT security
(BE/ICTEF+1Y71)
Security architecture and framework
(CF U717 —FFIFv RUIL—LT-7)
Telecommunications information security management
BRUBECHBITDBIREFIVTAIRIATN)

Security aspects of telecommunication services, network and
Internet of Things
(BuBEY—EX. RyhI—7., loTOt+1YU7+H)
Security aspects of intelligent transport systems
(ITSOt+1Y7 M)

Cyberspace security
(T4 N\ -ZERDt+1Y71)

Cybersecurity
(H1N\—tF1YU71)

Countering spam by technical means
(BT FEIC LD RICAKTER)

Security aspects for Distributed Ledger Technologies
(DEaREER MO+ Y5~ H)

Copyright(C) 2019 KDDI Research, Inc. All Rights Reserved.

Q1/17

Q217

Q 3/17

Q 6/17

Q13/17

Q 4/17

Q5/17

[y
S
=
\,

4 B @R/ SK—4

Heung Youl Youm (8%[E)

Wala Turki Latrous
(F1=>7)

=% {8 (KDDI)

Zhiyuan Hu (F[E)
Heung Ryong Oh (38[E)

KB FEE (NEC)

Jonghyun Baek (§5[E)

Sang-Woo Lee (¥8E)
HE RZ (NICT)
Jong-Hyun Kim (28[F)

Yanbin Zhang (F[E)

FItKR HEE (NICT)
Kyeong Hee Oh (8&[F)

I ITU-T SG17DREER (2)

Application security
(I —2a>tF1)71)

Secure application services

RGN (77 -2 —ER)
Q 8/17 Cloud computing security
(U39RIVE1I-F12JEF1YF1)
Formal languages for telecommunication software and
Q 12/17 RKEHgle}
(BRUBEYINII7ETANDIZH O ETE

Identity management and authentication
(IDEIERUEREL)

Telebiometrics

QY7  NEAEIGyY

Identity management architecture and mechanisms

SRS (D07 -+ F v RUAN=ZL)

Generic technologies to support secure applications

Rl (257137 7 —S 3> A Y- N BT ORA)
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| s i—t*1U574 Ko0i

BCYBEXT O b

® ITU-T SG17M:R%E4 (Cybersecurity) AEVDBO Y1 /-2
U [BIROEHR Xz {EET DeonTO> T o b

® The Cybersecurity Information Exchange Framework

BCYBEXEEEDENS
® X.1500, Overview of cybersecurity information exchange
® X.1520, Common vulnerabilities and exposures
® X.1521, Common vulnerability scoring system
® X.1524, Common weakness enumeration
® X.1525, Common weakness scoring system
[

X.1526, Language for the open definition of vulnerabilities
and for the assessment of a system state

X.1528, Common platform enumeration

® X.1544, Common attack pattern enumeration and
classification

® X.1546, Malware attribute enumeration and characterization
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| cvBexm= HD0H

B CYBEXH'WE L INDIEH
0 JAI)LAREDEEDHDYV I NI VICKDIMEFEEZ X THilEF(C
[RED—7H. BECHN T IUEEREC & FeBRMEAS &L TE
BLTHD., HEGEEZERDCENTD TS TLIRLY,
® CYBEXTI(d. U/\—tzF+1UF 1 —IFHROKNR - 18NTEZFENLT D
CEICEKD, EEEHR . eHRAEETOYAI/I\—tF1 U5 —IBk
DOHBEH®FEIR

B CYBEXD L —AD—D%Z1E T S5 DDHEEE
o FHRFRIRIOVY

o BFRERIOVY
o FRyTUIJOVY
o BEREFEMTOV Y
o BRImXTIOVY
Copyright(C) 2019 KDDI Research, Inc. All Rights Reserved.
I CYBEX:[E&HFRI OV Y S

B CVE: Common Vulnerabilities and Exposures
® ITU-T X.1520
o EIXDAESTHIBIRZEXMIN— A THESE(L LT« LD NUEBET D28
DFUETH D, BMESSEICCVEHRIFZAE5 L. TDHAEIFI &I
BERZEEFRUIET 1 LT MU ZEXMINR—XTERK T D,
B CVSS: Common Vulnerability Scoring System
® ITU-T X.1521
® VI NDIT 7OMIHEMEDZEA=ZEIEN T DFE. HELITDIZEICLKD,
XH T AN EZ ST EDEBTIBAAT TN EIEE S TR D, FIX(E. DY T ~
DI T7NMFEL. ENSMRAENTNEF I VT OREZIBZ TLDIES
(. BFOEXAMIZITDZERENTREEIRD,
B CWE: Common Weakness Enumeration
® ITU-T X.1524
@ VIKNIITDFERAZRIRITDIZHDMAETHD., {EEH. XEETDIA
JCIDZEAAAS L. —RICHEFERIREICT D,
B ZDAth
® CWSS: Common Weakness Scoring System
® OVAL: Open Vulnerability and Assessment Language

Copyright(C) 2019 KDDI Research, Inc. All Rights Reserved.
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N149MOCVEE#E & Y—EX

g Sponsored by »
" DHS Mational Cyber Security Division/US-CERT /|

Vulnerabilities | Checklists  A00-53 Cand Product Dictinnary | Impact Matrics Datn Feeds Statisties
Home |scap | SCAP Validated Tools |scapevents  |About [contact [vendor
Search Results (Refine Search)

NVD is the LS.
government repository
of standards based
vulnerability
management data. This
data enables automation
of vulnerahility
management, security

There are 233 matching records. Displaying matches 1 through 20.
1234567891011 =>2>

Summary:! Adobe Reader and Acrobat 8 x before B.3.1, 8.x before 9.4.6, and 10.x before
10.1.1 allow attackers to execute arbitrary code via unspecified vectors, related o a "logic
lrror vulnerability.”

¢ and
compliance (e.g. FISMA).

Resource Status

NVD contains:

48607 CVE Vnergbiliting
a7 ated:
221 SUaY Al

2547 A B Tt |
sapsC¥EPUblication

36734 2R NAEY

Email List pefore 9.4.5, and 10.x before 10.1.1 allows attackers to execute arbitrary code via

NVD provides four
malling lists to the
public. For information

d: 09/15/2011
CVSS Severity: 9.3 (HIGH)

[Summary: Multiple stack-based bulfer overflows in CoolType.dil in Adobe Reader and
tacrobat 8.x before 8.3.1, 9.x before 9.4.6, and 10.x before 10.1.1 allow attackers to
lexecute arbitrary code via unspecified vectors.

Published: 09/15/2011

CVSS Severity: 9.3 (HIGH)

(Summary: Use-after-free vulnerability in Adobe Reader and Acrobat 8.x before 8.3.1, 9.x

imspecified voctors.

Published: 09/15/2011
CVSS Severity: 9.3 (HIGH)

KE:NIST NVD

Copyright(C) 2019 KDDI Research, Inc. All Rights Reserved.

BREEQ2011/11/21
WECRIAR - 12089
"

JVN Pacdin BSTEMN T — 55—

= VN Pedia English Version

JVN iPediaTERINTLSREN

WHME : 2011/11/06 - 2011711712
1. JVNDB-2011-002786
Tapache HTTF 5 [ZHEIF S = EATMIGE (Do) DRHE
2. IVNDB-2011-01
I%E (ChaSen) (28517559 7 74—/~ 7 0 - DRHL
1. IVNDB-2011-002770
TPHP @ (s_a MIRIC 31T SERD I~ FERITE N SRHE

RESEHERET - A-28%

WRE-T-F: W) IHER S
Lty

LEaL
IVNDB-2011-000076 T NN 1"”'“9 3 ik Fl\ﬂ

HPOELAN BRSNS 05 375 EA ¥ %1 5 2 - DRER
VNDB-2011-000075 RSN : SENE) 1"““”: OIS Feu
HPORLEE BECEITST 1 Lo kY k3=t oREN

JVNDE-2011-002980 MK : SIS 1"”!““ OUAN/Z L

Google Chrome 1251+ 54— KA BMEE (out-of-bounds read) OREE

HZA: IPA JVN
(Japan Vulnerability
Notes)

47

CYBEX:BHRFERI OV Y

Moo
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m Discovery mechanism in the exchange of cybersecurity
information

® ITU-T X.1570

o JA/N\—tF1 U BIRZIFE - RRIDICHDFECHITD. ZDH

RO EIREAMTFIR

® RDFZAWVDFEEOIDZRAVDFEZ ENTNIRE

B Guidelines for Administering the OID arc for

B 731 7ht2~7: cybersecurity.demovisualizer DemoVisualize.... [= |[B1[X]
Tl

cybersecurity information exchange

® |TU-T X.1500.1

e JO—)ULRRYA/)\—tF1 U5+ HBIFD
ZHIZEME & OID arcZDEHN DY )N—
tF+1 U5« BEDHR FOEE FDNES
s
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Client DiscoveryServer SourceNode

Ty bIAREENELS:.

RegistryNode
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lcveex: msEmETOY o, BEERTOY o B

IBEREEETOY D
W Entity authentication assurance
® ITU-T X.1254
@ BI>FTA4T+4DRA—M (FPAT>2FT+45«) ZMIFIDIHDRES 1D
BAOILDIT L —LAD—D&RE

BRMmx T Ow o
W Real-time internetwork defense (RID)
® ITU-T X.1580, RFC 6545
o (17> NEROZBIORILT. IODEFDwrapperCtopd. chlck
DT> TARBICTAYE—201F 1 7773z KR
B Transport of Real-time internetwork defense (RID) messages
® ITU-T X.1581, RFC 6546
o HTTPSZF|H U CRIDZFIA T DIZEDHMlZARE

Copyright(C) 2019 KDDI Researc| h, Inc. All Rights Reserved.

| oasis sTIxTAXIDEIE(E

W STIX(Structured Threat Information eXpression)
o U1 /)\—INEREN Z IR I DD ER
0 TN T A DRI TCEBRET S IN—RADETILTERE
| TAXII(Trusted Automated eXchange of Indicator Information)
® U1 )\ -INERENDIFIREITHAT DTTH DR
e BR1>TUTTRAHF

B ITU-T SG17(CH T DENE(LDIZE

® 2018F8~98AMDTI—> 3w I T [ITU Workshop on
Advanced Cybersecurity Attacks and Ransomware | ZZEEL .
STIXITAXIDERMNEEH D, D—02 3 v TiHEEUT,
ITU-TCOEISbZBIEd 2L & U,

® OASIS(CUTIY > &kt U TEIELIC DWW TR N ZERD B
® OASISHIIN S, I|/1E. Fi/\—=a3>ZEkPT. 2D/\—->37
CTCTOEIEZEREI DL, HEXU 2019F8~9HDSGL7
S8/ -3 > oXEZEMUIZVLWEEE,
m Copyright(C) 2019 KDDI Researc h, Inc. All Rights Reserved.
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QKD (Quantum Key Distribution)

(2019FF1AICE=D—0 >3 v I i)

Copyright(C) 2019 KDDI Research, Inc. All Rights Reserved. 51

EFI>E1—SHRAICHSESDREIALICDONT

BEFI>E1—4SLES
o TE’EEG)‘.%‘L\%%;I)E:L—QT\ RSAIES. HEMEHARIES I LEEAIEGEE (CA7
D ENSEBAESNTLS,
e =71 E1—SDIRBEEDEEETIIRFEATIEE THDIN. BRI EA
TUL\D,
B =712 E 11— TR CSRVESORET
e IE577)LJYUXLADHE
e EF 1 E 1A TORESENRKE TSN TUOVRWNERICEDWEES ZILTU X A
DT
« IR7E. NISTTHES ZI)ILIUXADI>FT A K
o MFRDIFBST7)LTUXAERFRIC. ISO/IEC JTCL1 SC27 CEEE#RLEND T & (T
RBEEZBND
o =TFIESEEDFIA
o REEMRIINTIREC XD EFBELXFAEIT D EICELD,. BERTREREEREIR
o BWIEEEMEWNZSH. BIDOT7ILTYUXLDEBELICEDS cbDigE B9 B8 (CF|
B33 &M% (QKD: Quantum Key Distribution)

STEE (@)
e GEep) ERD

EFEERE ETEERE
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B ETSI ISG-QKD (Industry Specification Groups)
o = FHALXDEE(CET DIRENL(CDULT, 2008FEMNSEEN ZREIA
o Elzlsz)?@%jbu(ah =Z&E. NICT. NTT, Ffo. EZHAFTFARMNA UK E
L&l
® FITNIEXEFLUATDED
* ETSI GS QKD 002 V1.1.1 (2010-06): Quantum Key Distribution (QKD); Use Cases

* ETSIGR QKD 003 V2.1.1 (2018-03): Quantum Key Distribution (QKD); Components
and Internal Interfaces

* ETSI GS QKD 004 V1.1.1 (2010-12): Quantum Key Distribution (QKD); Application
Interface

* ETSI GS QKD 005 V1.1.1 (2010-12): Quantum Key Distribution (QKD); Security
Proofs

« ETSI GS QKD 008 V1.1.1 (2010-12): Quantum Key Distribution (QKD); QKD Module
Security Specification

« ETSIGS QKD 011 V1.1.1 (2016-05): Quantum Key Distribution (QKD); Component
characterization: characterizing optical components for QKD systems

Copyright(C) 2019 KDDI Research, Inc. All Rights Reserved.

y

| QK DDEEAILRR

BETFHIOXS AT LADOT—EXZIEHLUTWDIEH
(Wikipediad D)
® id Quantique (XX, Z1x%—7)
® MagiQ Technologies CKE. —1—3—7)
® SmartQuantum (J =5 >0X)
® Quintessence Labs (A—X = U J7)

B EFHioxRy ND—0 (EER)
® DARPA Quantum network
« 10/ — ROEFREGERY ND—0T, ZPAUADQIYYF1 -ty YINT
2004 K DIEA.
® SECOQC
« EUNMHEE&E. 200 kmDIRENRN T 7 A )\ —T)LTT 1 — 2 H5FE(C69
}I;g%ﬁﬂtb‘)’] N - NILF 2 DR FESNNTPhiaRBNTRY ND—D% /2
® Tokyo QKD Network

« NEC. =Z&#£. NTT. NICT. Toshiba Research Europe Ltd. (-3 X).
id Quantique (- X). TALL Vienna] MOEDDEURICKDRY hD—7,

m Copyright(C) 2019 KDDI Research, Inc. All Rights Reserved.
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| SK Telecom (E8E) (C351F 3= MDD

B5GhSA 7T, mXBEOLEFI1 VT MWRICFIA (2018%F12A)

M d SPEED, STABILITY, SECURITY
L\ , '

Ansan Boramae
I 40Km 5 30Km 1
|= '|= 1
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| rTu-Tcsr B QKDOERNIRR KDD8

mITU-T SG13
® 2018F7ASE X DEmZIG. —MRIRERR. B, 77—FF
DF A7 [C DUV Tgio
mITU-T SG17
® QKDICEAI dtz+a1 VT (BEAECK. #EPfk, T U7+ XK.
%) ([CDWTER
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I ITU-TICBIFBQKDICEHT 3I—I 715 A, Em oD

mITU-T SG13
® 2018%7H
* Y.QKD_FR: Framework for Networks to supporting Quantum Key
Distribution
mITU-T SG17
® 2018%9H

« X.grng-a: Quantum noise random number generator
architecture

« TR.sec-QKD: Technical Report on Security framework for
Quantum Key Distribution in Telecom network

® 20194 1H
- BBENFAERE (Question) ZERIMIEELCH, REFNWTSA-
202085 DSGL7ARBI DGR ICH N TIRET I NS E Ly BRI SHUEN'D

e X.sec_QKDN_ov: Security Requirements for QKD Networks -
Overview

« X.sec_QKDN_km: Security Requirements for QKD Networks -
key management

« X.cf-QKDN: The use of cryptographic functions on a key
generated in Quantum Key Distribution networks

Copyright(C) 2019 KDDI Research, Inc. All Rights Reserved.
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5G Security

(2018£E3A(CD—U > 3 v T =)
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|5Go>§4¢73\ S5ERENZEF1 YT i8S MDD

BICERTE{fELTWBEF 1 U5 1 BEDZEZHE
« ANMNN0TRIVD T 7
« IRy bRY MCKBDHER I DIEK
- $9FVU>PDoS

TFa1UFTr LOMUIDHULNWES
-------., - ES0EA—)\AY R
oo’ —='.— - Edge computing &EF21UF+
RN 3 L =

.’ : (Enhanced Moblle 3roadband)
o E-2FE 20GHps
1—-H—{kBHEE }00Mbps
J BIER {KEZEURLLC ™.
= (Massive Machine (Ultra-reliable and .
= Type Comm.) = ____Low Latency Comm.) :
L IR RS Locmie St AR AR 1ms o
%, 10075 k2,

st
HjEH IM \/lsmn - Framework and overall objectives of the future development of IMT for 2'02(fam? heyomd ITU-R,
Eh#M.2083-0, Sept. 2015
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| sccsirat+aiuFs tomm K0!

UE | ' Network Capability Exposure 1 Service 1
B Security of User B Securely expose networ_k_ capabilities m Security of traditional
Equipment B Expose security capabilities and vertical services
MEC 1 Network Slicing ]
You B Decentralized authentication B Security isolation of slices
B Security of 3" party apps B Slice authentication and access control
g m Privacy preservation for slice users w
() RAN (CU/DU) Split I e u
cn
® Termination point of UP securit < < =5
& B 15 Iabetass fmm-ty y ___Service Based Architecture || & é
‘o 3
0 . . (1}
AN Multi Access TeCh“°|°9'95 ]| = NF authorizaion and access control g 3
B Security of interf; tocol o
® Unified authentication framework e st d e % =
m Air interface privacy s a
o ®m Legacy USIM access to 5G ®
B Fake base stations - =]
- ’ | NFV [ SDN s
_ Cloud Computing |
= . : Security of SDN
m Security of cloud computing B Security of NFV = -
® Trutsted computing B Secunity by SON

ITU-T 5G Security Workshop (201853H) D&#RIKLD (China MobileFXR)
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| semmic iUz« MDDi

il 27 MCOR
SGEHR 7 IR « EIES v = IADMMER L

c B AV —TFa1UFT+
SV DE « ASAADHICKDERDTE -« DEEHEOMHER - 1RiL
AS5A2>20 Fa1UFTa BHDOHYR— K o AT AERHEENDINE

s TF1UFTAHE - FEDR « ASA AMBEOEIR

E s TFI1UFT 4 LNILDERDIE
RS A AN\DE ST
restle o A N\—IREANDMRFED « DEEEDHER - 1REE
(NFV/SDN) JL.7E (DoSHR. RIET7A « A—T XL —% /> b0O—
7IOA—=IL. F) SADE
« F= X (NFVI. 3rd Party
VNF)
Twv>> s T UFTaBEEDATO— » OV EERUTTIY2OEE
Eai—F+1>7 R ERMNMSTYVZOTTR FaUF+ MEWC ECERT
) D&

Copyright(C) 2019 KDDI Research, Inc. All Rights Reserved.

| setFa1uF<icrrbamer. E M0

T

3GPP SA3 » Threat analysis, Requirements on security, Security
architecture and protocol specifications
* Definition of 17 security domains(Architecture, Authentication,
RAN security, Key Management, etc.)

ETSI ISG NFV « Security monitoring and administration for NFV
» Security assessment for NFV platform

* etc.
GSMA » 5G trust model, Network slice security, etc.
NGMN » 5G security requirements (DoS protection, Network slicing,
MEC)
Others * IETF (5GIP, NETSLICING, etc.)

* ONF(Open Networking Foundation) — SDN related security

Copyright(C) 2019 KDDI Research, Inc. All Rights Reserved.
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I ITU-T SG17IC BT 35GEEDT—I 71T Moo

m:REFE2 (Security architecture and framework)

® X.sdnsec-3: Security framework and requirements of service
function chain based on software-defined networking

® X.sscC: Security service chain architecture and its application
® X.srnv: Security requirements of network virtualization

® X.SDSec: Guideline on software-defined security in SDN
(Software-defined Networking)/NFV (Network Function
Virtualization) network

mEERE6 (Security aspects of telecommunication services,
networks and Internet of Things)

® X.sdnsec-1: Security services using the software-defined
networking

® X.5Gsec-q: Security guidelines for applying quantum-safe
algorithms in 5G systems

® X.5Gsec-t: Security framework based on trust relationship in 5G
ecosystem

® X.5Gsec-ecs: Security framework for 5G edge computing
services

® X.5Gsec-guide: Security guidelines for 5G communication
system based on ITU-T X.805

Copyright(C) 2019 KDDI Research, Inc. All Rights Reserved.
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ITS Security

(20174E8A(CD—U > 3 v T =)
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I ITU-T SG17(cBIFBITSEX1UF 1 DER MO0

WiEE
® 201743HMDITU-T SGI72AT. CNETRE6TIIOTLLE
ITSEF1 UT [CB3 30— 7 T A a L, SRR
(== S

® 2018F8~9HD=ELDFRELS [Security aspects of
intelligent transport systems] & U CTEENZ A,

e iE&AmFIHIC, ITSTFa1VUFTD—0> gy =i,

mANDIZRE(C AR & DEHE
ISO TC22

ISO TC204

IETF WG ITS
ETSI TC ITS

SAE

W3C Automotive WG
UNECE WP29
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| o717 10mES K20

—_—

Cloud-based Vehicular Edge Computing X.s:(cv

event data recorder

Big data analysis
for misbehiviour detection
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Security guidelines for V2X communication systems KDDI fesearch
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® V2XMDD5E., V2V(Vehicle-
to-Vehicle). V2I(Vehicle-

to-Infrastructure).

V2ND(Vehicle-to-Nomadic H H .-
Devices). V2P(Vehicle-to- '
Pedestrian)ZXI5R(C.
UNECE WP29/TFCSDRKEE
(CEDVWTV2XBERIE(C
BIFDBRZIFEL. TNIC

MNIdtF1 VT BKRZE
==
x9 Do
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Security requirements for vehicle accessible external devices researn
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Wireless

dongle

EV Supply
Equipment
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Methodologies for intrusion detection system on in-vehicle system KDDI Research
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Security guidelines for vehicular edge computing® =
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2o

X.itssec-2 (Security guidelines for V2X
communication systems)

X.itssec-3 (Security requirements for vehicle
accessible external devices)

X.itssec-4 (Methodologies for intrusion
detection system on in-vehicle
systems)

X.itssec-5 (Security guidelines for vehicular
edge computing)

X.mdcv (security-related misbehaviour
detection mechanism based on big data
analysis for connected vehicles)

X.srcd (security requirements for categorized
data in V2X communication)

WP29/TFCSORRICEDE. v2X (B4
(C(E. V2VIV2I/V2NDIV2P) (CHITBERD
EEE. TNERMITBITFI T 0 ERDIR
EDHA RS >A4E

ORI 7TvY RAO—&EBR I DB TS RXFTAIC
BRI BE RN I\ IS D7 It R (ICH
I BB EITIR

BAS AT AICHITBDRARIN DL EH

Vehicular edge computing (VEC)Dtz+1 U
TAHARSA>

AxROTY RAO—mEIFOE Y IF —SFfEf(C
EDO S RERIEE

V2XA=Z21 5 —>3>(CHhlrdT—45t
F1UFTAHERDIZHD., T—IDDFEL,
DIEER(CWTITBEF 2T LNILDETE
DBRUEKREIR
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X.stcv (security threats in connected vehicles) JRITY RA—(CHTFdEFI YT+ BREL

X.fstiscv (Framework of security threat
information sharing for connected vehicle)

X.edrsec (Security guidelines for cloud-based
event data recorders in automotive
environment)

X.eivnsec (Security guidelines for the
Ethernet-based in-vehicle networks)

X.1373 rev (Secure software update
capability for intelligent transportation system
communication devices)

(WP29/TFCSICH T B "threats"DEE ED
—HENDCEEZFEIC, XEEFEHT)
ARy RAO—mElTott+F1 U+ BRUE
wRoOHXHIL—LD—0D

D30 RER—REUEANRY MEIREIEH
BT DI EFIUTAHA RS>

Ethernetz\—X & UTEEERY KD —2Tm
TottFa VT HARS1>

ITSIBIES/\A ADTzhDEF1 77132V T b
DI T T T — bHEEE
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DLT Security
(2017€3R(CD—0 33 v T Ri)
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I ITU-T SG17(C 81 B3DLTO%:S MDD
miziE

® 2017&3HDITU-T SG17a&driHIC. JOvoOF T —>(CEY
2J—27> 3w (Security Aspects of Blockchain) ==Xff, =
DEEDRERZZITT. TJAOVIFI—2ICEITIFHRDIA—ND
AT —T=TSAGICIRE.

® 20178F5HDITU-T TSAGEETFG DLT (Focus Group on
Application of Distributed Ledger Technology) Mi&izan. &
g7z F5.

® 2018F8~9HMDITU-T SG17&2&(CHNT. DLTZ7—XETD
FEREESYI DIRENTON. SGL7D:RREEN R E LU DiEmZ IR
D EZFMFITHERE. FE14 [Security aspects for
Distributed Ledger Technologies] Z&%37.
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| Blockchain/DLTICEI T 3 B4t
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N I
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Q22

Services
X SGs and FGs related with DLT
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Security for DLT

3) Security management

1) Security for 2) Security for
DLT platform DLT applications

for DLT
(ol sec capabiities & threats{K.sct-dh) | (1) digital payment services(Xstr-dh) ‘ o Hdentity mgnt(X dit-sec)
[.mfmmwrlﬂ.sm—dﬁ [.onllmwu'ngseruice:ﬂ.ww) ‘ Bdahmssash-rilgmgm(x.dns-mgt)
(] sec assurance(X sa-dit) [l SV distribution mechanisan{X H-spd-dH) ‘ (] Smart contract sec management
| Dsecior?LTondoud | (™ security servicesQtss-dig providers
(] sec for interoperability (™ Amendment af ITU-T X S09|ISO/IEC 9594-8
[Iliﬂ'l anj development timing(year) :
{7 supply chain QMB (zo20 [32021 D N/A
i D healtheare
| D smart grid
(] digital currencies
TS5V RIA—LD 7TV —-23>0 ¥+ B
T+« tFa1UrT+
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Security framework for Distributed Ledger Technology KPDI Mesaarch
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® DLTICBdI Dt VUFT« LDOBREL (sct-ditTEIE) . a1
FTABEHZEIBL, CFa1UT s BEHCHATETIMEZIRTET B,

o Ficxm/cI a1 JIL—LAD—D%RHET D,

Identity . Authorization Smart contract DDos attack

Application security authentication = | security design defense

. Consensus security Consensus 51% attack Sybil attack Double-spending
mechanism defense Defense | attack defense
Network schrity ' Routing attack Sybil attack DDos attack
| Defense Defense Defense

Data security . Merkle Time Data Data Security
tree stamp [ signature | encryption storage
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Security requirements for intellectual property
management based on distributed ledger technology

L LiivEEsS
® SIHILIAZTIY (TFAL, AA=D, YIZR, EFA,
%) Ofctn. #lEl EIEiTDTZHDI AT L%&EDLTZfER L THE
RUIEHBEDTF AT« LOBRIEMREZREL TND,

IP Registry/IP Transfer /IP License management/tracking record
storage management

Creator Consumer

IP Registry v Ownership Update IP Usage

IP Registry IP Transfer Purchase Price

Distributed Ledgers

DLTZFIA U A EEIROME
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AI/ML & Security

(20191 A(CD—U> 3 v T =Eii)
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I AI/MLICE93EF*1VUFsD—H>gvDy) Koo

mifiE

o Al (ATHIEE) &ML (M=) (CRAT3D—2U> 3w %2019
F1HDSGL7R2E(CHHTE ThME.

o FHEBMIX. Ticd@E»,
e AI/MLEEFIUFT 4/ FSAINS —DRIHE
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® ZERE(CHWT, AI/MLICEET SR DBREZIRFT L. Al/MLICE
IRIMDEHZITODTHNL. BEETFT XX~ (ToR: Terms of
Reference) Z{E1ET B,
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® 3GPPERTRY ND—0DF—H =T DIeHDA>F T T —X,
H—ERZHHT DICDDA I ITT—AMBESNTHD. NS
> TAI/MLETZITV), TDEREZCFT 1 VST MKRITTEHRAIDIZEN
AJEEE TR D TULVD,

5G network security- Network security situational awareness

Security management platform Security analysis platform Security control platform

Based on the Al analysis, to detect the signaling
storm, DDoS. OAM attacks.

Data collection
(log/signahngtralfic)
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® 7'-\/5,]/ \/-U-_ t‘X—C\ODZ(IE : Realtime Fraud Detection Platform(RTFDP)
=B _ |

o CnET. AEAAICHLT | [REEE
SERDE. 7/ 1 ZDFIA
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LT, RealTime Detection Engine

o AIEFIA LU CTBEDH | HERE Reputation DB Automates eS| Reattime Al Engine
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mrFun k-l 7 |
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