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“In their use of ICT5, States must observe, among other principles of international
law, State sovereignty, the settlement of disputes by peaceful measures, and non-
intervention in the internal affairs of States.” (WA IA—2ERICE T ER EHE.
FHMHFRIRE)

“Existing obligations under international law are applicable to State use of ICTs
and States must comply with their obligations to respect and protect human rights

and fundamental freedoms. " (B & X A 7/A—22 R (58 A AT AE)

“States must not use proxies to commit internationally wrongful acts using ICT5,
and should seek to ensure that their territory is not used by non-State actors to

commit such acts.” (A N—ZMIZETEEETAE~OBESOEL)

“The UN should play a leading role in promoting dialogue on the security of
ICTs in their use by States, and in developing common understandings on the
application of international law and norms, rules and principles for responsible

State behavior. " (Y N—EMZ M AHFERIH 1T HEED FJAHZE)

(Source) UN General Assembly, Group of Governmental Experts on Development in the Field of
Information and Telecommunications in the Context of International Security (June 2015)
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NUMBER OF COUNTRIES WHERE POPULAR APPS WERE
BLOCKED OR USERS ARRESTED

WhatsApp was blocked more than any other tool, while Facebook users were
arrested for posting political, social, or religious content in 27 countries,
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